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Input: Text:All Transactions
Output: Peer Key Block

1: for each transaction T, whose status(T') == undecided
do

2 Check legality of T and assigned invalid or valid

3 if status(T) == invalid then

4 Remove T

5. end if

& end for

7: for each time epochs do

8  Select VT set, in which each T satisfies status(T') ==
valid

9 if size(VTset) < IM then

10 Wnte VT 'set into a new PMB

i: else

1Z: (VT'set) will be divided, and writen into several

PMB with a size of 1M

13 end if

i4: end for

15: for each PMB do

16:  if status{ PM B) == undecided then

17: Send PMB to vp set

18 else if status( PM B) == invalid then

19: Delete the PMB

20 Reassign each T to undecided

21 Return to step 1

22 else if status{ PM B) == valid then
23 Each T is in effect

24: Write PMB into a new PKB
25 end if
26: end for

9 7N S5l ot ok 29891 .0
2 PKB ¢l Lis ¢l (B oo™ Sl S o cotle S o ad 5 1) PKB s 0 G151 e
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Hash value: <sha3 hash>

Timestamp: <block creation timestamp>

Owner: <public key of the node creating the block >
Voter Last: <list of federation nodes public keys>
signature : <ECDSA signature of vote block >

Transaction List: <list of transactions >

Lo 35 <5 ol sl (@)

Hash value: <sha3 hash>
Timestamp: <block creation timestamp>
Owner: <public key of the node creating the block >

Peer micro block List: <list of Micro block >
koad wls” &5 gy sl (D)
Lod a3 98 &g S — T IS

Hash value: <sha3 hash>

Timestamp: <block creation timestamp>

Constructor: <public key of the node creating the block >
Voter List: <list of federation nodes public keys>
signature : <ECDSA signature of vote block >

PKB List: <list of PKB >
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EGB 31 .48 . cib,n EGB 511, EGB 0ss 556 Glu 5 Cle 05 8 dtw b oo jlo 5 Cotle glae 5
EGB 31 .aas s aslsl gum EGB il an gl 0,8 5 i dal s Jluyl 4K s slao S 4 ekl ,ona
s Al bl aalsl gl s Lol 0 S 5 i dal g ol sl aasls

ECAY 951

1: for each time epochs do
for n; in {ny,...nn,} do
votes +— Rselect nset, 2/3M < Size(nsef) < 2M
4 vote List + Generatevote List(votes)
5 SendcvoteList()
& end for
7. woteList’ +— AddvoteList(all voteList)
&
9

ol

GCG +— top 2M nodes(voteList’)
for en; in GCG do

10 cvotes +— Rselect eny, (1 < j < 2M)
11: cvoteList +— GeneratecvoteList(cvotes)
12: SendevoteList()

13 end for

14 cvoteList’ «+ AddevoteList(all cvotes)
15 Pnode « Select cn; (Max(cvotes'))

16:  EGB + construct EG B(Pnode)

17 send EGB()

18 for en; in GCG do

19: Validate EGB()

20: if status( FG B) == valid then

21: SendEGB()

22 NextEGB +— constructnext EGB( Pnode)
2% else if status( EGEB) == invalid then

M Delete EGB()

25: NextPnode « selectNext Pnode()

26 end if

27: end for
28 end for
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Abstract

The growth of the Internet introduced new ways on how customers receive services and how companies
run their operations. In the current days internet connection and relevant services that it provides are
essential for the majority of people. One of those services or industries is ecommerce In recent years,
Electronic Commerce (E-commerce) applications are attracting many users and merchants to conduct
their daily business online which includes payment of bills, online banking, buying tickets and
purchasing goods etc. E-commerce transaction security is a major concern for E-commerce websites
along with its customers. In E-commerce, the security technology has become a major issue restricting
the rapid development and popularization of E-commerce. EXisting solutions leverage blockchain
protocols to improve the credibility of transactions, but most of them have some limitations, such as a
lower throughput and higher consensus latency, and these problems make blockchain technology
difficult to be widely used. This paper presents a trusted framework (ETT F) using blockchain protocol
in E-commerce to achieve a higher credible trading. ETTF includes a peer blockchain protocol (PBP)
based on a peer blockchain architecture to support the storage of massive transactions and instant
transactions. In PBP, the throughput scales are nearly linearly increased with the computation: the
more computing power available, the more blocks are selected per unit time. Besides, in order to
ensure a higher security of transactions we have introduced a strong consensus algorithm(ECA) in E-
commerce. ETTF is also efficient because the number of messages it requires is nearly linear in the
network size. Compared to Bitcoin-derived blockchain, ETTF shows better performance on
throughput, latency, and capacity in E-commerce.
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